United 812,
descend and...

C

Phantom controller with digital radio
in line of sight of A/G uplink antenna
tunes to local ATC channel.

After waiting for channel to clear,
phantom controller presses Push-To-
Talk and transmits unauthorized/
spurious voice message.

United 812,

FAA controller hears deceptive control
instruction. Controller asserts override
feature and alerts pilots to check for
airborne radio ATC annunciator
indication.

D.

United 812
decrease...

Pilots on channel observe ATC light is
off while receiving spurious
instructions.

Figure 5-7. Link Security Example
(Phantom Controller--Spoofer)
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